1.2    Login to MMHCC

Description

A registered user logs into the system.  

Actors

1. Public MMHCC User

2. Consortium Member

3. Reviewer

4. SuperUser

Pre-Conditions

1. The actor is not logged in. 

Basic Course

1. The actor is prompted to enter username and password.

2. The actor enters requested information.

3. The actor is logged into system and the use case ends.

Post Conditions

1. The actor is logged into the system.

2. The actor has access to all features allowed by his/her user profile.

3. The active list of users is updated.

Alternate Course 1 – Login Request Canceled

1. The actor cancels login request.

Exceptions

1. The supplied password does not match username.  The actor is notified that the password is incorrect and is prompted to re-enter both username and password.

2. The actor is not a registered user (no corresponding username).  The actor is directed to register  <<Use Register as a New User>>.

Issues

1. Will the features, and therefore the screen(s) available to a user be defined by the user role?  In other words, will the view of each user be tailored to the role defined in his/her user profile?

2. Will there be an inactivity timeout that will invalidate the session and kick actor out of system?

Notes

1. The actor may attempt an unlimited set of login attempts.

2. After a specified number of attempts, the actor will be prompted to provide a password “hint” that he/she specified in registration process.  If the hint matches, the actor will be emailed his/her password.  

3. The user session will timeout after 1 hour of inactivity.  

